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ERX TimelineERX Timeline

Completed:Completed:
129, 140, 141, 145,129, 140, 141, 145,
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132, 134, 135, 132, 134, 135, 
136, 137, 138, 136, 137, 138, 
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153, 155, 156, 153, 155, 156, 
157, 159, 160, 157, 159, 160, 
161, 171161, 171
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Database CleanupDatabase Cleanup

What it should be:What it should be:
►►100% of orgs should have 100% of orgs should have POCsPOCs
►►Reassignments without inReassignments without in--addraddr name servers should be name servers should be 

simple reassignmentssimple reassignments

What it is:What it is:
►►79% of orgs have 79% of orgs have POCsPOCs

►►16% of orgs with direct allocations/assignments have 16% of orgs with direct allocations/assignments have POCsPOCs
►►87% of orgs with reassignments/reallocations only have 87% of orgs with reassignments/reallocations only have POCsPOCs

►►30% of networks are detailed reassignments without in30% of networks are detailed reassignments without in--
addraddr name serversname servers
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Orgs without Orgs without POCsPOCs

ARIN promoting ARIN promoting POCs POCs from resources if:from resources if:
►►All resources are subAll resources are sub--delegationsdelegations

►►Resource POC handles are the sameResource POC handles are the same

ARIN will send out notification to directly ARIN will send out notification to directly 
assigned or allocated resource POC for assigned or allocated resource POC for 
any org without any org without POCsPOCs
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Should It Be a Simple Should It Be a Simple 
Reassignment?Reassignment?

Downstream network must:Downstream network must:
►►Be a reassignment (no reallocations)Be a reassignment (no reallocations)
►►Not have distinct name servers from parentNot have distinct name servers from parent
Requestor must not desire to retain any Requestor must not desire to retain any 
POC linkagePOC linkage
Reassignments with missing and/or Reassignments with missing and/or 
invalid information, e.g. invalid information, e.g. 
nomailboxnomailbox@nowhere@nowhere
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Converting Detailed to SimpleConverting Detailed to Simple

Provide one of the following:Provide one of the following:
►►List of downstream detailedList of downstream detailed--reassignment Net reassignment Net 

HandlesHandles
►►List of upstream allocations for which ALL List of upstream allocations for which ALL 

detaileddetailed--reassignment networks would be reassignment networks would be 
convertedconverted

►►Org ID for which all allocations’ downstream Org ID for which all allocations’ downstream 
detaileddetailed--reassignment networks would be reassignment networks would be 
convertedconverted

No additional criteria will be acceptedNo additional criteria will be accepted
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Ad Hoc ProcessAd Hoc Process

Upon request, ARIN will provide a list of all Upon request, ARIN will provide a list of all 
"candidate detailed"candidate detailed--reassignments"reassignments"
ISP provides handles to be convertedISP provides handles to be converted
Customer records will be created without Customer records will be created without 
POCsPOCs
Org records will be removedOrg records will be removed
POC records may be orphaned and be POC records may be orphaned and be 
retained for 180 daysretained for 180 days
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OverviewOverview

GoalsGoals
RequirementsRequirements
ScopeScope
System at deploymentSystem at deployment
ProgressProgress
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GoalsGoals

Improve legitimacy of inbound mailImprove legitimacy of inbound mail
►►Is it sourceIs it source--authentic?authentic?
►►Is it unaltered?Is it unaltered?
Improve integrity of databaseImprove integrity of database
Improve authenticity of outbound Improve authenticity of outbound 
informationinformation
►►Did ARIN issue it?Did ARIN issue it?
►►Is it unaltered?Is it unaltered?
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RequirementsRequirements

Verify sender identityVerify sender identity
Ensure unaltered contentEnsure unaltered content
Improve customer confidenceImprove customer confidence
Demonstrate stewardshipDemonstrate stewardship
Adhere to applicable IETF Adhere to applicable IETF RFCsRFCs
Follow industry Follow industry BCPsBCPs
Permit future extensibilityPermit future extensibility
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Scope of current projectScope of current project

Secure templateSecure template--based registrationbased registration
►►Inbound templatesInbound templates
►►Inbound prose requestsInbound prose requests
Establish ARIN CAEstablish ARIN CA
►►Identification proceduresIdentification procedures
►►WorkflowWorkflow
Secure outbound communicationSecure outbound communication
►►EE--mail responsesmail responses
►►Certificate issuanceCertificate issuance



ARIN XII Chicago, ILOctober 2003

System at DeploymentSystem at Deployment

POC generates
Certificate Signing

Request (CSR) 

POC maintains
authentication

certificate
(“rollover”)

ARIN
authenticates

templates
submitted by that 

POCPOC sends CSR
in a new template

to ARIN

ARIN generates
certificate, updates

database, and
returns it to POC

POC uses
certificate to

sign templates

ARIN verifies
CSR contents
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Beta TestingBeta Testing

CertificationCertification
►►Applying for a certificateApplying for a certificate
►►Generating certificatesGenerating certificates
►►Installing certificatesInstalling certificates
Using certificatesUsing certificates
Revocation and RenewalRevocation and Renewal
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See For Yourself!See For Yourself!

Two demonstrations:Two demonstrations:

Wednesday 5:00PMWednesday 5:00PM
Thursday 5:00PMThursday 5:00PM

Learning CenterLearning Center
(Miami)(Miami)
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Thank YouThank You


