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Lab Overview

rgnet > Prefix View > 98.128.0.0/24

Prefix View
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BGP Feeds into Lab

98.128.0.0/16
AS4128 98.128.0.0/24

98.128.0.0/16
98.128.0.0/24

98.128.1.0/24 98.128.1.0/24
98.128.31.0/24 98.128.31.0/24
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IP Address Allocation

98.128.0.0/16 ARIN Experimental Allocation

98.128.0.0/24 1Instructors Play
08.128.1.0/24 labusero1
08.128.2.0/24 |abusero?2
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GUI Accounts

https://demo.rpki.net/rpki

UserID Password

abuserOl1 fnord

abuserO2 fnord
abuserO3 fnord

labuserl2 fnord



Router Accounts

telnet rmac.psg.com 20xx (your UserID)

user: cisco
password: cisco
enhable: cisco



Configure RPKI Server

router bgp <AS>

bgp rpki server tcp <ip address> port <port>
refresh <time in sec>

router bgp 650xx

bgp rpki server tcp 198.180.150.1 port \
42420 refresh 120



Check Server

show ip bgp rpki servers



Look at Table

show ip bgp rpki table
show ip bgp ipv6 unicast rpki table



Look at a Prefix
show ip bgp 98.128.0.0/16



Fat-Finger Detected

98.128.0.0/16

AS 3130

AS4128

<=4 98.128.0.0/16
Seattle Dallas
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ROA Controls Validity

a show ip bgp 98.128.0.0/16

98.128.0.0/16

AS 4128
~_

AS4128

<= 98.128.0.0/16
Seattle Dallas
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Try Your Own /24

98.128.X.0/24 ‘—}a
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show ip bgp 98.128.0.0/16
show ip bgp 98.128.X.0/24

<= 98.128.x.0/24
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